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* Directive 2009/72/EC concerning common rules for the internal market in electricity and repealing Directive 2003/54/EC

(Electricity Directive).

*EIWOG §7.66 “system operator” means a network operator that has at its disposal the technical and organisational means to
take any measures required to maintain the operation of the system.

SEIWOG §83(1).
"EIWOG §83(3).
YEIWOG §84(4).
*EIWOG §84(3).
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AT B AL 822 2 K Kl fa g
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MR R -

TEEEREEE ) N EANBARE
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(B ANEH} - BRI HAl (s ~ (55 FHBUER
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M ERIERZA - SN E N B 2 T
BVERFE TR RS ) R

2.2.3 NS

i A A A B B B R R i
BAE - FFPEGERLEESERFARM
#AE - EHEMHBERBILL T8 ARBRLRE
Folzoty » Wil LB N2 e AR - 21
WA IR AR s P Ry B B 7 FAE Y © B e
PRI KL ST H P R A BB R R
T P 2 R - (R S E AR
FAMEZ AR & ZEHREEIRENCR  SRHIZEK
MERFEARHEANZEEEER - HHE5H
EEREIERRIE I ERER - RbiEEAM
EERER - (R TEERYR ) B
#AREEHUE A BBk ERE R RPE R -

DARRBUARI TR KT S - 45 PRAUE A 2L
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iz HAY - B2 SRISEEETEE] - DL T AR
o 5 BRETRERE RS RE R R MR
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" MsbG §55.
"MsbG §5.
" MsbG §49.
' GDPR §3.

P{HEGDPRAIEE - el TRE , ZITRERE T HE

3. BEBBAERHRERE(GDPR)

Ex B Z: B & (European Commission, EC)}A
20094 %1 | R EEAY T IE4 | (Smart Grids
Task Force) » 5% L{F&4H 2 5217 HHY Ry L 52
AT ey Lk e 2 AHRH SR - LIR4HHZk B %
TESRISH T F 5 4H (Expert Group)8Hpk » T
SRR At R A R B T E B R BRIk
REME(EC, 2012) - B T {E A ERHRERR A
(General Data Protection Regulation, GDPR) | i
20165F4 H14H M - AFRME " HEBEHEE
A MR TR —Ed ) £ E H22HAEL
g " FTWEEJRE RN (My Energy Data) | BZE4H
(My Energy Data, 2018) - B 23 GDPRER{E A\ &}
PReEFE T R HZOK - NILECEE S B ER 2018
S H2S HMRTAERCZ AT BFAERAE A &R
H R AHR B RHER R AR EEARDET - DUT
B Yt/ 4 GDPREF A E N E R EE . — A A
g HREFRERT ST > ZKETGDPRZ ]
&I

3.1 GDPREABRZIE L —RZIREE
GDPR 7 AL » ¥ A ERE R B =
EOREBELH 2 T iAMH (regulation) | IS |2
TEREY T 5% (directive) ; © [A]HF - GDPRAE
FHAR B BIRA A 2 BN SRR T A
TN F IS AR S LI BR R i B BRI A (E (458 [ 4
FEEABCER ERAEER - Y
RELIL BRI BRI A - (B BB B 5 A 1
A7 R e GDPR . ¥ 5 (Petersen, 2018) ©

3.1.1 EAXRE

RIEGDPRYIE » I ANE R TRE
FEETELLTEA - (DEAFREET R e

SUEk  4HEK - B - GEF - HEBUEM - WIE - R -

A~ R~ ERHE S 8T - SRS R T S HIT By &S (alignment or combination) ~ [RA ~ JEFREL

PHEEE o
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BEEE s AFHARBIEY - (EIISBHEA
BHiR H 2 6] 7 (consent) i 1™ < (3) 7B EDR}
FHG R T BRI ABHEBLE 8 - BILnEi B A
BRI BAERT - (HEHEANER 2R > &
T FEE A REEEY - B RBHR—— T #
JESHE | (right to be forgotten)™ o (5)& R} 1- i
A REGE & AT RHE A B RHERS (transfer) F]
HAnEdE" - (60)ERHREIE S BRIRIUE S
st - PNt & ERREFE AN Rk
(pseudonymisation) ; ** > i A LR R HE e
RO HBERRIIT Brh™ o () ERHEHTT R IE
{E R HREHT & B (documentation) » &Y
e BETERE - mEE AR REE 25
A& s EREE B EREie 2B &
BB Z SR 1BEE AR 2 WS
=INE"

AHTFTA - GDPREKEHE N ER 2 iz B
RS ER LR EE - A THIRER
R FE - BRI T RS, o H
BB ST ER AR EER - MeHEHE
AalEi LT B E B 2 FIH - fEERER
FHAFEER - MHPREUE & WY 2 Rl e
&R 2 ~ PR EARRRINE - HEREE A
BRI Z AT RAAE SR - BRI ER
GDPR#HI -

3.1.2 BRRIBLZERE

KGDPREE32MRZHE - 8 NE A Z ]
H R B RS ERKAE ~ TR K&
Pz 2 AR ~ #iE - AEKHNEFERZREZFE

' GDPR §5.

*GDPR {7.

» GDPR §12.
*GDPR §21.
» GDPR §16.
*GDPR §17.
* GDPR §20.

Tl 44 b (pseudonymisation) | Eil I B&44{L(anonymisation) | FYZEEL{THA
1 TEAAE ) BAIVERHEESE TR A o TR 8RR A BRI SR AT

Hl(re-identification) |
= HE TEAL, 2@ AE B2 GDPR{RGE -
* GDPR §25(1).
*GDPR §30.
*' GDPR §32.
*2GDPR §4(1).

5 BE B H H RN 2R B AT RE ISR
A IE] b - 58 DA ZR A% B 8 & 2 e 4
Z Rt e LA b AR TETE S 8 DL SR
(including inter alia as appropriate) @ (1){E A&
Bz T b RINE - QFERE BRI 24t
IR < Fr@ErRE M ~ 528 ~ Al M R e
MR 5 () WEORAE 38 A2 W) B M BRL il PR 22 355 IR000
IF » BES0 S HFPRAE 28t 2 v M BB N B R
SHHYIORE  (4)BREUE BGRB8 Bl
it AR > DR E R R 2 2ot - th
Hh o BRT BIRAMKECE R B BUA R R E A&
BB » Bl P B B & PR AL
B PR A A S I N R R 2 B 2R [
B (EREE S BRI TR Z R R
(PN

BE 2 0 iEGDPRIIEE - EHE A E R
WAATREUHE &R o tE b R & sl 4 - NEZH
B R AR - EARIR AT R Bk
JEURAE A PR 1 B2 S A 28 ARy E 5 B R T AS
LA R &L 2B A 2 3 E Bl i
Jii °

3.2 GDPRIREEIRERI 2B

5 GDPR 214 > Frel T EAEER &
SEHA ~ SUAESIBEIE AN R - FIE
e 2 AT BT P TR R BT - R R A
N RBREIRF PR E NE ~ EVEEE - &
MBI AN ER R ASR ~
B~ BT RE Rt sE)RH A E
B EHER A FTREVE(BPIC, 2013) » FTLLAETE

Mt ) ATRUEBRG T R AT | Ak
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ER By BRI > (8 A Bk > B GDPR & 2R
(R E (Pacz & Marca, 2016) » BETRERLZ I
BT B EE T & _EIlGDPR Y — AR - T3k
AUREIRE R | SR TR )T A B E o BatAR
SRR R R T BRI o DR
EEORHE HURE B 5 T ] RETEAE R RE - DR
R B A o T RE TR DR A2 A i P AT S A S 22
1 R ATRERTT TEE (B ER(EC, 2016) » f220164E11
HasAn TIRINEETRERE S - Bh & Bl R
GDPR J #1454 (Directives)™ HRHAEH E kL&
P > MR > HE T A B GDPRIG I L H
fRERUEIR (TR (85 - [RIBKEE R B B R DL
B %L TR B TE R S

GDPRDB1%E T 8 > S5 B A 250 - R/
L A MR AR e R R E S B - (T
FEME T GDPRES S H & 7 BEAR - A SC[E 1304
LIGDPRAIHI B LR - T RAVAEIRE R, &k
BB BRI T IREEEIRER ) IR
T BF O EIhRE B o KEEGE Tk
EETRERL | BRI TSR > BHE
HRFWT

3.21 IEHIBECIES

il (controller)Zf5 " IRE A EFHE
HEEGAZ BARASGEN ~ AHETITERH B
HARFRN > Bl EEE - Soek - HE - &
i (structuring) ~ fFF ~ FHEEL - WIE -~
R s R - 'R 25 - EHEEHR
LR I ST By ~ &S ~ BRI ~ JHFR
EEE L EARZEAERT - RHEMEAER
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DHETIHERE ~ EAMERE SR A > AR
Fra BN ER] - FIa0sess - Soek - 408 - 1
i W BB KR~ R~
(BRI ~ BRHE G 2 155 - ERE e M E R AT
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P54 (Directives)t 5 Energy Efficiency Directive 2012/27/EU ~ Electricity Directive 2009/72/EC Kz Gas Directive 2009/73/

EC -

M UORTATIL - R R A i R L T/ N R B S R T AR E R B E R 24 AR RO (E A
BRI KR RS - BT REE R IR -

* GDPR §28.
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A Legal Framework of Information Security and Privacy
Protection for Smart Meters

Jui-Chu Lin"  Dan-Dan Zhu®

ABSTRACT

This article intends to propose a framework on information security and privacy protection for smart
meters. The dilemma emerges to maintain a stable and abundant power supply for the development of
economy, while to achieve the goal of eliminating nuclear energy and reducing carbon emission. In this
regard, some advanced countries have begun to deploy “smart grids”, in order to dispatch peak loads by
analyzing data on the demand side of electricity. For example, “Green Button” in the US and “My Energy
Data” in European Union (EU) are power management services from the energy user demand side (also
named as “Demand Response Management”). Since 2012, Taiwan has actively developed smart grids and
started to plan the installation of smart meters. However, the user's energy information (especially for the
“smart metering data” collected by the smart meter) is the “sensitive” personal data. Whether it need to be
regulated will be the core issue of smart grid deployment and privacy protection. As the EU Personal Data
Protection Regulation (GDPR) has entered into force since May 2018, EU members have also adjusted their
regulations accordingly. In this article, we will discuss the implemented laws on information security and
privacy protection for smart meter installation in Austria and Germany, and further provide suggestions of
EU GDPR to energy data as a legal norm to promote a layout of smart grids in Taiwan.

Keywords: Smart Grids, Smart Meters, GDPR, Information Security, Privacy Protection
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