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Internet
SCADA

Internet
SCADA

Advanced metering
infrastructure

Demand and response

Distributed energy
resources

Wide-area situational

awareness

Substation automation

Distribution
automation

Connection Aggregate
Type

Generator Size

Very Small
(<10MW)

Small (10-
100MW)

Medium(>100-
500MW)

PJMnet

500kbps for backhaul
(10-100 kbps per device

on the premises)

14-100kbos per
device/node

9.6-56kbps

600-1500kbps

9.6-56kbps

9.6-56kbps
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Intelligent
Data
Electronic
. Model
Device
All data
types
available
or
Data
collect
Concentrator
MWh
and
MVARhA
only
All data
Data )
es
Concentrator P .
available
All data
Data )
es
Concentrator P ]
available

2s or more Medium
500ms-serveral )
] Medium
minutes
300ms to 2s
Fault protection High
20ms
20-200ms High
15-200ms High
20-200ms High
. Monitoring Prot
Configuration .
Period ocol
Dedicated
TCP/IP with
. . DNP
encryption Varies 3.0
gateway over '
secure internet
Dedicated
TCP/IP with
. . DNP
encryption Varies 3.0
gateway over '
secure internet
Dedicated
_ DNP
TCP/IP with 2-10 3.0
single router to Second i
or
redundant Periodic
ICCP

PJMnet




Dedicated

Data TCP/IP with DNP
Concentrator, All data = dual routers to 2-10 3.0
PJMnet Large(>500MW) SCADA, types redundant Second ’
or
EMS or available = PJMnet-Single Periodic 1CCP
GMS Local Area
Network
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Link type Speed Range Delay
RS links Low Short bl.lt can be extended Long delays
with repeaters
Medium but can be Medium ld clays
T1/E1 Medium extended with routers and and also
delay dependent
repeaters
on load
Short but also
Optical links High Long distances dependent
on load
Depending
on
. technology Short delay but
Wlli;elizss of choice, Medium distances also
either dependent on load
medium
or high
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